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The federal government uses the term “public cloud” when the respective cloud infrastructure (see FN 3) is accessible to the public or a large 
industry sector and belongs to an organization that sells cloud services (source: Cloud Computing Strategy of the Swiss Authorities 2012-2020). 
The commonly used concept “public cloud” is thus intended to express the idea that the basic components of the cloud provider are not provided 
for the individual use of any customer (“dedicated”); instead, the provided use option is individual for a customer as a so-called “tenant” and 
separate from other customers (“isolation”), which is made possible by network technology. Therefore, we will be talking below about “cloud 
services” in general. 

See also the recently published report on the description of needs of a “Swiss Cloud” of the information management agency of the federal 
government (https://perma.cc/35DP-NL4L).

The concept of “IT infrastructure” refers to the entirety of buildings, hardware, software, network technology etc. used to operate a cloud 
service. IT infrastructure of a cloud provider is also called “cloud infrastructure”.
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I  INTRODUCTION

Public cloud1 services are widely used at this 
time. As the number of easily accessible offerings 
keep growing, cloud services are also becoming 
increasingly popular in highly regulated areas, 
such as the public sector (public authorities) or 
financial industry.

The benefits are plenty: cloud services can sig-
nificantly contribute to the implementation of 
digitalization initiatives, be it in the private sector, 
the public services sector, or in organizations 
and associations. The use of cloud services can 
often reduce costs and increase the ability to 
innovate.2 By using cloud, organizations can also 
improve their efficiency, increase the flexibility of 
their IT systems, release resources for their core 
business, and build an up-to-date offering to the 
public in a faster and simpler way. Specifically, for 
smaller organizations, the use of modern cloud 
services offers an opportunity to provide services 
with state-of-the-art security technology, digitally 
and seamlessly, without having to set up and op-
erate massive IT infrastructure3 themselves, and 
without having to take care of certain parts of 
information security. This improves performance, 
while ensuring information security and being 
relatively cost-efficient.

These benefits can be contrasted by challenges 
that are either new or of a different nature. Such 
challenges must be addressed properly: the data 
is kept by the cloud provider – possibly, abroad, 
but stays under control of the cloud customer. 
This is called “outsourcing” of the data pro-
cessing to the cloud provider. To ensure control 
over the outsourced data processing, the cloud 
customer must thoroughly understand the cloud 
service and the cloud provider, especially with 
regard to information security.

As cloud services of large international cloud 
providers (the so-called “Hyperscalers”) become 
increasingly prevalent, general awareness and 
understanding of how they handle the data en-
trusted to them is growing.

However, certain reservations expressed in 
the public debate may inhibit the use of cloud 
services. These reservations can be summarized 
as follows: The cloud (meant are cloud services) 
is problematic in terms of data protection, and 
transfers to foreign countries would hinder their 
use.

The following discussion will demonstrate that 
such reservations do not stand up to legal scru-
tiny if cloud services that meet certain minimum 
standards are chosen.
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These are countries which are on the FDPIC’s List of Countries (or in the future for which there is an adequacy decision by the Federal Council 
in accordance with the revised FADP). These currently include all EU and EFTA states as well as Great Britain, Israel, Japan, Canada, Argentina, 
Uruguay, New Zealand and, under certain conditions, Australia.

“Connection with a foreign country” means connections of either the cloud provider or the cloud service abroad. There is a connection  
with a foreign country, for example, if (i) the cloud provider is domiciled abroad; (ii) the cloud provider operates or allows the operation of IT 
infrastructure abroad; or (iii) the cloud provider employs personnel or sub-contractors abroad. For these categories (personnel and sub- 
contractors), there is a connection with a foreign country if access to the cloud service is possible from abroad.
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 II  SOLUTIONS FOR THE MOST COMMONLY EXPRESSED RESERVATIONS 
 
Reservation 1: Keeping data abroad is not allowed.

«Authorities may not  
use cloud services if the 
data is processed or 
stored outside Switzer-
land.» 

Not correct. Data processing and storage using 
cloud services in a country with a level of data 
protection equivalent to that in Switzerland4 are 
permitted without further measures from the 
perspective of the Federal Data Protection Act 
(FDPA) and the cantonal data protection laws. If 
data is transferred to a jurisdiction without 
equivalent legislation, then further measures are 
required – such as the so-called Standard Contrac-
tual Clauses, if necessary supplemented by further 
safeguard provisions (see discussion of Reservation 
2 and Reservation 3, especially with respect to  
the US). Large international cloud providers provide 
legally sufficient offerings in this regard.

Generally, and regardless of any possible connec-
tion with a foreign country5, when choosing a cloud 
provider and using cloud services, a cloud customer 
must make sure that the data can be appropriately 
protected against risks and that the cloud provider 
offers effective technical and organizational 
measures to do so.

With respect to technical and organizational 
measures, a cloud customer may rely on credible 
documentation obtained from the cloud provider. 
This documentation need not be produced 
specifically for the cloud customer. Certifications in 
accordance with ISO standards may, depending on 
their area of application, also serve as suitable 
documentation to demonstrate sufficient technical 
and organizational measures. The level of credibility 
increases if a cloud provider produces a report on 
the so-called Service Organization Controls (SOC) 
specifically for the cloud infrastructure used or for 
the software based thereon. Such reports are 
produced by certified auditing firms and are 
relevant in the context of the audit of the cloud 
provider’s financial statements. The documentation 
should properly document the entire cloud 
infrastructure with all related technical and 
organizational measures. When such reports are 
available and support the technical documentation, 
the cloud customer does not need to verify the 
existence of the technical and organizational 
measures presented by the cloud provider on its 
own.

TOPIC A:
CROSS-BORDER  
DATA TRANSFER

https://www.edoeb.admin.ch/dam/edoeb/de/dokumente/2020/staatenliste.pdf.download.pdf/20200908_Staatenliste_d.pdf
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Reservation 2: An authority cannot use a cloud provider from abroad.

«The authorities cannot 
use cloud services of 
cloud providers outside 
Switzerland, such  
as cloud providers  
domiciled in the US (or 
European or local cloud 
providers affiliated with 
US parent companies).»

Not correct. In terms of data protection laws, it  
is not a no-go to enter into a data processing agree-
ment with a cloud provider domiciled abroad.

The aspect of foreign connection is properly ad-
dressed by an assessment of information security 
guaranteed by the cloud provider (see discussion of 
Reservation 1) and guarantees on transfers to coun-
tries without an adequacy decision (see discussion 
of Reservation 3). The same applies conceptually in 
the context of secrecy rights (such as official and 
professional secrecy under Articles 320 and 321 of 
the Swiss Criminal Code [StGB]). Therefore, in this 
respect as well, it must also be started from the 
basic permissibility of the use of a foreign cloud 
provider, whereby the cloud customer may have to 
clarify additional questions of due diligence accord-
ing to the specific circumstances. See discussion of 
Reservation 6 and Reservation 7.

TOPIC A:
CROSS-BORDER  
DATA TRANSFER
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Reservation 3: The Schrems II judgment prohibits the use of cloud services with connection to the US.

«The CJEU judgment in 
the Schrems II case  
prohibits transfers of 
personal data to the US.» 

Not correct. The use of cloud services with data 
transfers from Switzerland to abroad is not prohibited 
as such, not even for transfers of personal data to 
the US. Nor is the Schrems II judgment of the CJEU 
binding for the Swiss authorities.

In its judgment of July 16, 2020 (Schrems II), the 
CJEU invalidated the EU–US Privacy Shield program 
while confirming the EU Standard Contractual 
Clauses as a mechanism for third country transfers. 
Under the impression of this judgment, the Federal 
Data Protection and Information Commissioner 
(FDPIC) reviewed its assessment regarding US com-
panies certified under the Swiss–US Privacy Shield. 
Based thereon, it could so far be assumed that a 
transfer of personal data to the US can be carried 
out without further guarantees in the same way as 
within Switzerland. This assumption is now away.

In its statement of September 8, 2020, the FDPIC 
made a general reference to “US mass surveillance 
laws”, which are problematic according to the 
Schrems II judgment of the CJEU. However, it did 
not go on to analyze the scope and consequences 
of surveillance laws considered problematic and 
substantiate in terms of Swiss law in which cases 
transfers of personal data to the US are not permis-
sible. The FDPIC also made general statements on 
the use of Standard Contractual Clauses.

These assessments affect Swiss cloud customers 
who would like to transfer personal data to com-
panies in states without an adequacy decision (not 
only to the US):

• The cloud customer must assess on a case-by-case 
basis whether there are significant data protection 
risks in the import country and whether they can 
be addressed by Standard Contractual Clauses6 
or additional clauses or measures that need to be 
negotiated separately. 

TOPIC A:
CROSS-BORDER  
DATA TRANSFER

Note: On June 4, 2021, the European Commission published new Standard Contractual Clauses for transfers of personal data to third countries 
(https://ec.europa.eu/commission/presscorner/detail/en/ip_21_2847). There is an entire new section of Standard Contractual Clauses (Section 
III) dealing with the requirements of Schrems II. We are glad to say that the European Commission chose a risk-based approach, which largely 
corresponds to our suggestions. The FDPIC has so far not expressed its opinion on the new Standard Contractual Clauses. We expect it to accept 
them as sufficient guarantees. See also https://www.lauxlawyers.ch/en/neue-standardvertragsklauseln-der-eu-einfuehrung-und-erste-einschae-
tzungen/. 
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Reservation 3: The Schrems II judgment prohibits the use of cloud services with connecion to the US.

• The assessment must analyze, in particular, 
whether data is transferred to a company that is 
subject to special access by the authorities of that 
country. In the US, according to the FDPIC, these 
are in particular so-called “Electronic Communi-
cation Service Providers”, which (according to the 
FDPIC) would be subject to “US mass surveillance 
laws”7.

• In addition, as part of such assessment, the cloud 
customer must also assess whether the importing 
company in the receiving state is authorized and in 
the position to provide the cooperation necessary 
to enforce the Swiss data protection principles.

The consequences for Swiss cloud customers are as 
follows:

• Swiss cloud customers have a duty to perform an 
extensive assessment. The assessment requires an 
analysis of the data protection level granted by  
the legal system of the importing state.

• The assessment must be performed on a case-by- 
case basis and be regularly repeated specifically 
for each data transfer. In other words, the nature 
of the data transferred, and the consequences the-
reof must be assessed in each individual case.

In practice, however, a reasonable and prudent 
approach is worthwhile. This applies all the more 
as the FDPIC has accepted the CJEU’s assessment 
without being bound by it and without performing 
its own substantial assessment of the information 
available today about the legal situation in the US. 
Also, the sweeping statements of the FDPIC are in 
contrast to the case-by-case assessment the FDPIC 
calls for, which cloud customers should perform (1) 
according to their significant interest and (2) after 
a detailed risk analysis and (3) taking into account 
further interests involved (economic and public  
interests in the use of the cloud and in the interna-
tional data transfer). 

Here in detail:

Firstly: In Schrems II, the CJEU did not comprehen-
sively and conclusively rule on the adequacy of the 
data protection level in the US. It merely examined 
whether the European Commission was allowed to 
approve the EU–US Privacy Shield as a protection 
mechanism for data transfers from the EU to the 
US in 2016, which it denied. The FDPIC adapted the 
decision for its assessment of the adequacy of the 
Swiss–US Privacy Shield, without being bound by 
it. Like the CJEU, the FDPIC then relied on factual 
findings of the Irish High Court.

Secondly: The FDPIC failed to supplement the 
facts established by the Irish High Court with the 
information currently available on US law. Nor did 
the FDPIC assess them according to Swiss data 
protection law8. Therefore, this begs the question 

TOPIC A:
CROSS-BORDER  
DATA TRANSFER

Main candidates are telecommunication service providers (such as telephone, e-mail, messenger services etc.). Many cloud services are in the 
meanwhile apparently not targeted by this legislation. Strong transportation encoding also prevents surveillance of data flows in transit.

A current and thorough description of the currently applicable US law in the areas referred to by the CJEU is available, for example, in a joint 
white paper of the US Department of Justice and the US Department of Commerce, «Information on U.S. Privacy Safeguards Relevant to SCCs 
and Other EU Legal Bases for EU-U.S. Data Transfers after Schrems II.»

7 

8 

https://www.commerce.gov/sites/default/files/2020-09/SCCsWhitePaperFORMATTEDFINAL508COMPLIANT.PDF
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TOPIC A:
CROSS-BORDER  
DATA TRANSFER

of whether the assessment made by the FDPIC 
contains a sufficient justification, especially in view 
of the importance it claims in practice. 

Thirdly: In contrast, cloud customers who wish 
to transfer data to the US today based on the EU 
Standard Contractual Clauses can take into consi-
deration all currently available information on US 
law, including information that neither the Irish 
High Court, the CJEU nor the FDPIC have taken into 
account. They may also draw different conclusions 
about US law at their own discretion. In these situ-
ations, an indepth discussion of the specific cloud 
services as well as the consultation of experienced 
specialists can go a long way in providing clarity.

Fourthly: Realistically, the cloud customer’s duty 
to assess can only be fulfilled with probability 
considerations, as is generally the case with risk 
assessments. Sanctioning the cloud customer is not 
conceivable in practice if the cloud customer can 
demonstrate its risk considerations and compre-
hensibly justify the discretionary decision based 
on them. This requires first and foremost carefully 
prepared documentation.

Fifthly: The economic interests of the companies, 
the private interests of users of online services, as 
well as the interest of the general public in interna-
tional cooperation (e.g., in research and develop-
ment) cannot be achieved without international 
data transfer. Such interests of private parties are 
also protected by fundamental rights and must be 
reconciled with the interest in protecting privacy. 

Similar considerations apply to cloud use by public 
authorities. They must perform the public tasks 
assigned to them in accordance with economic effi-
ciency. Excessively strict requirements for the use, 
storage and international transfer of personal data 
would anticipate important balancing of interests in 
a prefabricated and thus static manner, which is not 
provided for by data protection law in this way. Data 
protection is not a static, abstract task, but requires 
appropriateness and a sense of proportion.

Reservation 3: The Schrems II judgment prohibits the use of cloud services with connection to the US.
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Reservation 4: Access by foreign authorities prohibit the use of cloud.

«Foreign state institu-
tions can access data 
stored in cloud services. 
This precludes the use  
of the cloud service by 
authorities.» 

Not correct. The cloud customer must perform 
careful risk assessment and evaluate what possible 
access by foreign authorities means and to what  
extent this precludes the use of cloud services. 
However, the mere fact that access by foreign au-
thorities could theoretically take place (i.e., cannot 
be ruled out 100%) does not preclude the use of 
the cloud service by Swiss customers, not even by 
authorities.

In general, it can be assumed that law enforcement 
authorities worldwide can demand or seize all data 
within their reach. In principle, no authority, no 
company and no private individual is protected from 
a law enforcement agency demanding the release  
of a data set stored by it. Switzerland (provided 
in Articles 246–248 and Article 263 et seq. of the 
Criminal Procedure Code) as well as foreign coun-
tries apply corresponding coercive measures. A per-
son who is suspected of having committed a crime 
in the US cannot therefore escape access by the 
US authorities even if the authority that processes 
the data on this person only uses cloud providers 
with no connection to the US. However, this seems 
to be a widespread misconception. Access by state 
institutions outside Switzerland (e.g., in the US) to 
information that customers have made available 
on cloud infrastructures in Switzerland or abroad 
is therefore not problematic per se. The only issue 
can be whether the procedural guarantees required 
from Switzerland’s perspective are complied with 
abroad. Access by a foreign law enforcement agen-
cy is therefore irrelevant to the issue discussed 
here as long as the access takes place in the context 
of orderly investigative or judicial proceedings in a 
state governed by the rule of law. This is also to be 
affirmed for access by law enforcement agencies 
in the US today. As a result, refraining from using 
cloud providers with a connection to the US leads at 
best to a slowdown in criminal prosecution abroad. 
However, the slowdown does not correspond to any 
public interest.

TOPIC B:
LEGAL ACCESS TO DATA  
BY STATE INSTITUTIONS
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The US CLOUD Act:

The Clarifying Lawful Overseas Use of Data Act 
(CLOUD Act) which came into force in spring 2018 
in the US governs access by US authorities to data 
stored outside the US. The CLOUD Act clarifies in 
this respect the US Stored Communications Act 
and reduces the number of procedures, which so 
far have required an international legal assistance 
procedure in criminal matters (also known as Mul-
ti-Lateral Assistance Treaty, MLAT). The contents 
of the CLOUD Act largely correspond to that of the 
Convention on Cybercrime of the Council of Europe 
(Article 18), which also applies to Switzerland start-
ing from 2012.

The CLOUD Act in principle has a much narrower 
and less extensive scope of application than com-
monly assumed. It applies to criminal proceedings 
(and explicitly not to intelligence agencies) and 
requires a court order from a competent US court in 
each case. The CLOUD Act primarily concerns con-
fiscation of materials abroad for criminal investiga-
tions in the US against US persons. The CLOUD Act 
specifically does not concern industrial espionage 
or mass surveillance of individuals. Similarly, the 
CLOUD Act does not permit any data collection on a 
retained basis or “fishing expeditions”. US criminal 
law enforcement agencies must know and specifi-
cally state what they are looking for. They may not 
produce inquiries to look whether they might find 
something of interest on the servers of the cloud 
provider.

The CLOUD Act does not change the principle of 
sovereign immunity as set forth in the US Foreign 
Sovereign Immunities Act (FSIA). It can be assumed 
that cloud contents by foreign governments, their 
subdivisions and agencies, may not be requested to 
be released, since this would circumvent the protec-
tion of sovereign immunity under FSIA. The CLOUD 
Act does not expand the options available to the US 
criminal law enforcement agencies in this respect.

The access instruments relevant in the CLOUD Act 
context, i.e., warrant (such as search warrants) and 
subpoena (such as release orders) have always been 
applicable law in the US. The existing practice in the 
US is not to enforce these instruments against the 
company (outside the US) that directly hosts the 
data (for example, the local subsidiary of the cloud 
provider in Switzerland or Europe). Instead, these 
instruments are enforced against the respective 
parent companies of the cloud providers if they 
have sufficient presence in the US.

The US cloud providers approached have the pos-
sibility to challenge such court order, particularly if 
data release triggers violation of the national law 
applicable at the place where the data is held. In 
Switzerland (data stored in Switzerland) this can, 
for example, affect violation of Article 271 of the 
Criminal Code (StGB) (unlawful activities on behalf 
of a foreign state) or Article 273 StGB (espionage) 
or provisions on official or professional secrecy.  
The addressed US court will then balance the inter-
ests of the affected parties according to the usual 
procedure in the US (the so-called “common-law 
comity analysis”). The respective court decision is 
subject to appeal and review by independent courts 
of appeal9.

This procedure is much stricter and more independent than procedures existing in other countries (including Switzerland) for information 
requests of criminal law enforcement agencies.

9

 

 

 

 
 
Reservation 4: Access by foreign authorities prohibit the use of cloud.

TOPIC B:
LEGAL ACCESS TO DATA  
BY STATE INSTITUTIONS
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Disclosure of cloud contents of foreign govern
ments or authorities would be prevented (at the 
very latest) at the stage of such comity analysis, 
since sovereign foreign states and their subdivi
sions and agencies enjoy immunity against all court 
procedures in the US (see above regarding FSIA), 
and this principle plays a decisive role in the context 
of judicial balancing.

In case of inquiries of US criminal law enforcement 
authorities, it can be assumed with a high degree of 
certainty at this point that the criminal law enfor
cement agency from the US would directly contact 
the cloud customer, i.e., the authority. This is con
firmed by guidelines of official organizations10.

Generally, it should be noted that the probability of 
access by foreign criminal law enforcement author
ities tends to be exaggerated. Often, the probability 
of such access is not assessed at all. Against this 
background, the issue of access by the authorities is 
given too much weight in the public perception.

Guidelines of the US Department of Justice: «Seeking Enterprise Customer Data Held by Cloud Service Providers (December 2017)»; US Depart-
ment of Justice, Office of the Deputy Attorney General, Memorandum for Heads of Department Law Enforcement Components, Department Liti-
gating Components, the Director, Executive Office for U.S. Attorneys, all United States Attorneys (October 2017) – «Policy Regarding Applications 
for Protective Orders Pursuant to 18 U.S.C. § 2705(B)».
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Reservation 4: Access by foreign authorities prohibit the use of cloud.

TOPIC B:
LEGAL ACCESS TO DATA  
BY STATE INSTITUTIONS

https://www.justice.gov/criminal-ccips/file/1017511/download
https://www.justice.gov/criminal-ccips/page/file/1005791/download
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See in this regard, for example, the White Paper of the US Department of Justice of April 2019 regarding the purpose and impact of the CLOUD 
Act, “Promoting Public Safety, Privacy, and the Rule of Law Around the World: The Purpose and Impact of the CLOUD Act”: «Does the CLOUD 
Act require providers to decrypt data in response to law enforcement requests? - No. The CLOUD Act is «encryption neutral». It does not create 
any new authority for law enforcement to compel service providers to decrypt communications. Neither does it prevent service providers from 
assisting in such decryption, or prevent countries from addressing decryption requirements in their own domestic laws.»

11

 
 
 

 
 
Reservation 5: Foreign authorities can overcome security barriers.

«Criminal law enforce-
ment agencies can  
require cloud providers 
to break encryption or 
set up “backdoors”.  
This prevents authorities 
or companies from using 
such cloud services.» 

Not correct. Even if foreign criminal law enforce-
ment agencies had backdoors installed and were 
able to break or circumvent encryption, this would 
not prevent the use of cloud services.

According to the currently available information, 
there is no backdoor or decryption duty either in 
the EU or in the US. In particular, the CLOUD Act 
also does not contain any decryption provisions of 
data stored and encrypted by a cloud provider for 
the cloud customer or on access to data through 
“secret backdoors”. Disclosure of encrypted data 
can be ordered, but they must not be decrypted by 
the cloud provider (cooperation of the cloud cus-
tomer would then be required).

Ultimately, it is therefore relevant how the respec-
tive cloud provider positions itself with regard to 
the CLOUD Act. It can be stated that major US cloud 
providers treat with great care the few inquiries 
they receive annually from the US criminal law 
enforcement agencies under the CLOUD Act, and 
sometimes also contest them in court. Cloud cus-
tomers should obtain detailed information from the 
cloud provider on this aspect, for example, how they 
typically behave in case of inquiries from authori-
ties, what internal processes they follow, how often 
inquiries happen and what topics these concern. 
Contracts must also be reviewed to see whether 
the cloud provider undertakes to inform the cloud 
customer at an early stage and, to the extent legally 
permissible, let the customer become involved in 
the proceeding, and whether the cloud provider un-
dertakes to challenge orders based on any conflicts 
with Swiss legal norms.

TOPIC B:
LEGAL ACCESS TO DATA  
BY STATE INSTITUTIONS

https://www.justice.gov/dag/page/file/1153436/download
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Reservation 6: Cloud services are not permitted with respect to official and professional secrets.

«Mere use of a cloud  
service constitutes pro-
hibited disclosure with  
regard to information 
that is subject to official 
or professional secrecy 
and is punishable by law.» 

Not correct. A criminal disclosure within the 
meaning of criminal law provisions on official and 
professional secrecy (especially Article 320 and 
Article 321 StGB) takes place if a third party actu-
ally perceived the protected information (such as 
information related to an official secret). In digital 
context, this actual perception can also be referred 
to as “plaintext access”. To disclose means to 
“make available” information, i.e., information 
that “speaks” (to humans) and can specifically be 
viewed. In the case of many cloud services, how-
ever, no such plaintext access takes place.

The fact that a cloud provider controls the cloud 
infrastructure sometimes leads to a premature 
conclusion that each cloud provider always has the 
possibility of gaining knowledge. In public discourse 
there is thus a general impression that cloud use 
always leads to criminal liability of the bearer of the 
secret (cloud customer) for attempted breach of 
secrecy. This is not the case.

The substantiation presented in a number of legal 
opinions on secrecy obligations in regulated sec-
tors (including attorney-client privilege12, banking 
secrecy13, doctor and patient secrets14 and official 
secrets15) shows that only active disclosure or culpa-
ble and negligent failure to protect the information 
subject to secrecy protection against plaintext ac-
cess is punishable. It is true that when information 
protected by secrecy is stored in the environment 
of the cloud provider, this creates the natural cause-
and-effect relationship that makes the (prohibited) 
plaintext access at all possible, for example, by an 
employee of the cloud provider (for example, if the 
employee can overcome the existing safeguards and 
security measures). However, no plaintext access 
takes place solely by virtue of saving and process-
ing of data of the cloud customer in cloud services. 
Thus, the cloud customer and its employees are 
not liable to prosecution for active violation of the 
secrecy offense solely because of the initial storage. 
If others gain access illegally, it must be checked in 
terms of adequacy whether the plaintext access is 
attributable to the cloud customer (we will get back 
to this point below).

TOPIC C:
ACCESS TO CONFIDENTIAL DATA  
BY CLOUD PROVIDER

Schwarzenegger/Thouvenin/Stiller: Use of Cloud Services by Attorneys (Nutzung von Cloud-Diensten durch Anwältinnen und Anwälte); Anwaltsrevue 
1/2019.

Laux/Hofmann/Schieweck/Hess: Use of Cloud Offerings by Banks: Admissibility under Art. 47 Banking Act (Nutzung von Cloud-Angeboten durch 
Banken: Zur Zulässigkeit nach Art. 47 BankG); Isler/Kunz/Müller/Schneider/Vasella: Permissibility of disclosure by Swiss banks of bank client informa-
tion to agents in foreign countries under article 47 of the Banking Act (BA) (Zulässigkeit der Bekanntgabe von Bankkundendaten durch schwei-zer-
ische Banken an Beauftragte im Ausland unter Art. 47 BankG).

Steiner: Digitalized Medical Appointment and Cloud Use in the Context of Federal and Cantonal Data Protection Laws (Digitalisierter Arztbesuch und 
Cloud Nutzung im Lichte des Datenschutzrechts des Bundes und der Kantone, sic!) 12/2020.

Migration of Data into the Cloud – Analysis with respect to official secrecy; non-public legal opinion by Laux Lawyers AG, September 2020.

12

13

14

15

https://www.sav-fsa.ch/de/documents/dynamiccontent/09arv0119.pdf
https://www.lauxlawyers.ch/rechtsgutachten-bankgeheimnis-und-cloud/
https://www.swissbanking.ch/_Resources/Persistent/5/4/e/a/54eae141caf26288819086226fc1f91d69fb71b8/SBVg_Rechtsguthaben_Auslagerung_durch_Banken_V020_DE.pdf
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Reservation 6: Cloud services are not permitted with respect to official and professional secrets.

It is true that the case law of the Federal Supreme 
Court states that the creation of an access opportunity 
leads to criminal liability. This is supposed to cover 
scenarios of unhindered plaintext access (such as 
“leaving documents lying around in recycling”), 
which result in active disclosure of secrecy-pro-
tected information. Experience shows that highly 
scalable cloud infrastructures for professional cloud 
services, to the contrary, have a variety of measures 
in place that cloud customers can use and that 
result in the fact that no such unhindered plaintext 
access occurs. Therefore, this case law does not 
apply here.

As long as the authority ensures adequate pro-
tection of the data stored in the cloud using the 
technical, organizational and contractual measures 
provided by the cloud provider, the authority’s crim-
inal liability can be excluded. Measures of technical, 
organizational and contractual nature must be 
suitable to prevent plaintext access during normal 
operations. If this requirement is met, it cannot be 
said, even in the case of unauthorized plaintext 
access, that employees of the cloud customer made 
any real contribution to a criminal disclosure.

The situation would only be different if the cloud 
customer had to accept responsibility for inadequate 
safeguards and security measures within the mean-
ing of the so-called adequate causal connection. 
Therefore, the question is whether the contractual, 
technical and organizational security measures 
taken by the cloud customer are sufficient. If they 

are not, then the cloud customer (or rather the 
responsible employees of the cloud customer) must 
bear liability for any plaintext access. Metaphori-
cally speaking, whoever leaves the door open must 
be held responsible for plaintext access by those 
who actually walk into the protected area. Whoever 
takes sufficient precautions is not liable.

Neither the cloud customer nor the cloud provider 
can be held responsible for events that they cannot 
anticipate with sufficient certainty. Therefore, they 
will not be responsible for illegal access of third par-
ties to the secrecy-relevant information if the cloud 
infrastructure was specifically protected against 
such access by state-of-the-art measures. Rather, 
only those who overcome the security measures 
with criminal energy are liable to prosecution, e.g. 
Article 143 StGB (unauthorized obtaining of data), 
Article 143bis StGB (unauthorized access to a data 
processing system) and Article 179novies StGB (ob-
taining personal data without authorization).

Therefore, it is crucial for the cloud customer to un-
derstand the cloud infrastructure used by the cloud 
provider and the processes assured by the cloud 
provider. This is because control can only be exer-
cised by those who understand how the data is to 
be processed by the cloud provider. This requires in 
turn that the cloud provider is willing to understand 
the needs of its customers. The latter is ensured 
with mature cloud providers by means of compre-
hensive documentation and clarification.

TOPIC C:
ACCESS TO CONFIDENTIAL DATA  
BY CLOUD PROVIDER
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Reservation 7: A foreign cloud provider is not an auxiliary person.

«Cloud providers abroad 
cannot be called in as 
auxiliary persons of 
cloud customers within 
the meaning of the rele-
vant secrecy provisions 
under criminal law.» 

Not correct. Cloud providers abroad can also be 
considered auxiliary persons. This means that 
even in situations of incidental plaintext access by 
such cloud provider this does not result in criminal 
disclosure. The cloud provider should be obliged 
to maintain strict confidentiality in the context of 
such plaintext accesses.

Sometimes, an opinion is expressed that a cloud 
provider abroad cannot be recognized as an auxilia-
ry of the person carrying the secret (the cloud cus-
tomer). The protection by criminal law afforded in 
Switzerland allegedly does not apply abroad. This, 
in turn, would amount to such a relevant reduction 
in protection that one would have to speak of crim-
inal liability by the person carrying the secret when 
using the cloud. This view cannot be followed. 

As long as the cloud customer subject to official 
and professional secrecy protects the secrecy-
relevant information against unauthorized plaintext 
access by employees of the cloud provider abroad 
in accordance with the current state of the art, a 
situation does not even arise which would be sanc-
tionable from a criminal law perspective. The ques-
tion of whether the third party used (cloud provider) 
could also be liable to prosecution abroad is thus 
irrelevant, since there is no disclosure in the first 
place (see above Reservation 6). Therefore, even 
lack of recognition of the foreign cloud provider as 
an auxiliary person of the cloud customer does not 
preclude the processing of secrecy-relevant infor-
mation on cloud infrastructures abroad.

Some cloud providers may in certain exception-
al situations require limited plaintext access to 
confidential data in order to be able to operate the 
respective cloud services for the cloud customer, 
for example, to provide certain types of support. 
In such case, the cloud customer will integrate the 
cloud provider into its perimeter (the circle of those 
who belong to the organizational structure of the 
cloud customer in the broader sense and thus to 
the sphere of responsibility of the cloud customer) 
by contractual and organizational measures as a 
so-called auxiliary person and thus establish a sub-
ordination relationship.

TOPIC C:
ACCESS TO CONFIDENTIAL DATA  
BY CLOUD PROVIDER
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Reservation 7: A foreign cloud provider is not an auxiliary person.

Anyone who assists in the activities of the cloud 
customer subject to secrecy obligations and 
requires plaintext access for this purpose is to be 
qualified as an auxiliary person – functionally un-
derstood, therefore, as belonging to the perimeter 
of the cloud customer. The cloud provider (and, 
through the corresponding assignment of secrecy 
obligations, its employees) then become auxiliary 
persons of the cloud customer bound by official and 

professional secrecy. This applies not only to cloud 
providers domiciled in Switzerland but also in 
general. The aspect of connection with a foreign 
country is sufficiently addressed by the assessment 
of the information and data security guaranteed 
by the cloud provider as well as specific rules and 
guarantees for the transfer abroad (see discussion 
of Reservation 1 and Reservation 3).

TOPIC C:
ACCESS TO CONFIDENTIAL DATA  
BY CLOUD PROVIDER
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Reservation 8: It must be Swiss law and Swiss venue.

«The contract between 
the cloud customer and 
the cloud provider must 
be governed by Swiss law 
and have a Swiss venue.» 

Not correct. This reservation is usually raised 
from the area of data protection laws. However, 
neither the Swiss data protection law nor the 
cantonal data protection laws contain any such 
requirements. The use of cloud providers domiciled 
abroad or with data storage abroad is also permis-
sible if the contract for the use of cloud services 
is not governed by the laws of Switzerland, at any 
rate, as long as the agreed data protection require-
ments of the cloud customer are legally enforce-
able. Swiss laws do not require this in any other 
respects either. Nor does Swiss public procurement 
law contain such a requirement.

In public discourse, this aspect is attributed more 
importance than seems reasonable. The scope of 
application of the choice of law made in a private 
contract is limited. It would be wrong to believe that 
the parties to a transaction can comprehensively 
choose the law applicable to their relationship by 
means of a choice of law clause in the contract. If 
Swiss data protection law is in principle applicable 
to data processing for which a Swiss cloud customer 
is responsible, then the choice of foreign law in the 
associated service contract cannot change anything 
about this.

The choice of law agreed in the contract refers 
exclusively to the law directly applicable to the 
contractual relationship and related legal issues, 
such as: 

• prerequisites for a legally binding conclusion of 
the contract, 

• the rights and obligations of the parties under  
the contract, 

• default and consequences of default,
• warranties,
• liability,
• contract termination etc.

However, the choice of law made in the contract 
does not affect the law applicable to the following 
issues:  

• data protection (for example, whether the Swiss data 
protection laws, whether federal or cantonal, are 
applicable or not, and whether the cloud customer 
complies with its data protection obligations),

• information security (such as Information Security 
Act [ISG], Information Protection Ordinance [ISchV] 
etc.), regulatory requirements (such as public procu-
rement law, Office of Public Health [BAG] circulars 
etc.),

• questions of secrecy laws (such as official secrecy, 
Article 320 StGB; professional secrecy, Article 321 
StGB). 

TOPIC D:
APPLICABILITY  
OF LAWS
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On the other hand, a cloud provider is not imme-
diately subject to the cloud customer’s jurisdicti-
on in Switzerland with respect to criminal law or 
regulatory requirements (including administrative 
enforcement of requirements to data protection and 
information security) simply by virtue of choosing 
Swiss laws and venue for the contract. 

The main and clearly tangible benefit of the choice 
of law in favor of Swiss law is the familiarity of legal 
consequences for the local cloud customer. Any 
other (foreign) law would primarily be less familiar 
to a Swiss cloud customer. In case of a conflict, a 
choice of foreign law could be costly for the cloud 
customer, since the situation would first need to be 
clarified before the cloud customer could take legal 
steps against the cloud provider (as long as such 
case materializes). Overall, the choice of law can be 
discussed as a cost position, but it would need to 
be attached a proper weight (what are the chances 
that such case materializes?). As a matter of fact, 
it is not untypical for the provider to determine the 
law applicable to a (standard) contract for standard 
mass products and services. 

The choice of venue generally follows the same 
principles: A venue in Switzerland is beneficial in 
the short term. However, these benefits should not 
be overestimated since enforcement of its judgment 
may still have to take place abroad, depending on 
the circumstances. Proceedings on interim measures 
(proceeding on quick but temporary enforcement 
of particularly protected interests) must often be 
brought abroad despite the agreement on venue. 

At any rate, it cannot be said that a contract with 
venue abroad would be generally unacceptable for 
an authority.

 
 
Reservation 8: It must be Swiss law and Swiss venue.
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 III SUMMARY
 

The cloud is bringing about a paradigm shift, that 
much is certain. And it is apparent that this para-
digm shift is still being met with hesitance in some 
cases. This is quite understandable for various 
reasons and should not come as a surprise. But 
it would be wrong to hide skepticism behind legal 
 arguments. A transparent discussion of what legal 
obstacles actually exist would be much more appro-
priate. Laux Lawyers AG engages in such trans-
parent study of the laws applicable to the cloud. It 
should give cloud customers a clear and unbiased 
understanding of the problem and allow them to 
make genuine and factually substantiated risk deci-
sions. Such risk decisions require deep understand-

ing of the presented issues, but rather in factual 
than in legal terms. The cloud customer must gain a 
deep understanding of the actual situation, especially 
of data transfers to abroad, access by state institu-
tions, technical and organizational circumstances at 
the cloud provider and applicable laws. 

During their implementation projects, cloud cus-
tomers can identify risks and reduce them with 
appropriate organizational, technical and contrac-
tual measures. This way they can realize the cost, 
efficiency, innovation and security benefits of cloud 
services in compliance with legal requirements.
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 IV REVIEW SCHEMES
 
 

Review Scheme for Cross-border data transfers

1 Review for possible data transfers abroad16;

2 In case of data transfers to countries that are not 
on the FDPIC list of countries or for which there is 
no adequacy decision of the Swiss Federal Council 
(revised FDPA): 

a review and, if needed, implementation of  
additional protective measures (such as the 

 EU Standard Contractual Clauses or Binding 
Corporate Rules implemented at the company 
of the cloud provider); 

  Additional risk analysis: 
b legal situation in the import country; 
c  situation in the data importer company  

(cloud provider);
d  type and volume of transferred data and how 

critical they are (such as general personal infor-
mation, data protected by professional and of-
ficial secrecy, sensitive personal data, exposed 
information about persons, data formats);

e  purpose of the transfer and processing in the 
import country (sensitive or controversial 
processing activity, storage or ad hoc remote 
access, complexity of the processing and enti-
ties involved).

3  Depending upon the outcome of the risk analysis, 
implementation of additional measures:

a  technical measures on the customer’s or  
provider’s side (such as anonymization,  
pseudonymization, encryption etc.);

b  organizational measures on the customer’s  
or provider’s side (such as privacy shield 
self-certification, data minimization etc.).

Review Scheme for legal access to data by state 
institutions 

1  Analysis of the legal access to data by state insti-
tutions to which the cloud provider is subject:

a  based on the domicile of the cloud provider  
or its affiliated companies or subcontractors  
in certain countries;

b  based on certain local regulations (such as the 
US CLOUD Act regarding “Electronic Com-
munication Service Provider”; further local 
implementation of Article 18 of Cyber-crime 
Convention etc.).

2  Behavior of the cloud provider with respect to 
access by state institutions:

a how the cloud provider deals with inquiries;
b  number and type of inquiries obtained by the 

cloud provider;
c  contractual guarantees regarding information 

of the cloud customer and general treatment  
of inquiries.

3 Probability of access by state institutions.

The possibility of “remote access” from a third country can also be considered transfer abroad under applicable laws and should thus be treated 
as such, for example, in support situations.

16

 
 
 

https://www.edoeb.admin.ch/dam/edoeb/de/dokumente/2020/staatenliste.pdf.download.pdf/20200908_Staatenliste_d.pdf


21

 IV REVIEW SCHEMES
 
 

Review Scheme for access to secrecy-relevant 
data by cloud provider

1 Review of the cloud services for access to data by 
the cloud provider:

a necessity during normal operations;
b restriction and control by technical and organi-

zational measures;
c possibility of restriction on the customer’s side 

if requested (access control, encryption on the 
customer’s side etc.);

d contractual provisions (confidentiality, behavior 
in case of access etc.).

2  Optionally: special contractual guarantees regard-
ing secrecy.

Review Scheme for applicability of laws

1  Addressing of data protection and further regu-
latory requirements of the cloud customer in the 
contract so that the cloud customer can comply 
with the applicable legal obligations:

a  sufficient regulation of contract data processing 
(Article 10a FDPA, Article 9 of revised FDPA) 
including data security (technical and organiza-
tional measures);

b  comprehensible and sufficient provisions on 
further contractual duties of the cloud provider 
(clear rights and obligations under the con-
tract).

2  Optionally (especially if the contract is unclear  
or has gaps, or jurisdiction in “unknown” or ques-
tionable countries): clarification of contractual 
framework conditions in the respective foreign 
jurisdictions (including administration of justice).
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