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* because the time is ripe

* theinstruments are there (transmission protocols, etc.)
* GDPRis restrictive but does not prevent analytics at large

* Sowhy?
e Just because — it works
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The term Internet of Things
stands for ...

...owned by «someone» ...

... to «some» end point ... i

... and the remote collection of data
generated on or through the end point.

... the access by «<someone» ...
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. reaIIy anything, namely:

things (fridge, cars, railway wagons, etc.)

devices (wearables cell phone, etc.)

processes (if made measurable, through logs, etc.)

humans (if “connected” through a «device»: cars, phones, wearables, etc.)
again: anything.

* Cond_ition: anything capable of In our templates and advisory we
* serving as a sensor or therefore use «end point» as the
* triggering a sensor most generic term we can think of.
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e Of Course.

* Therefore, loT should be analyzed along the data life cycle
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storytelling ...

Create (Capturing Data)

(Deleting Data, Purging
Systems)

Destroy
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Collection of Data ,,out there”

(Sensors, Cars with Sensors, Watches with Sensors, Measurement Stations, etc.)
N
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Storage auf Servern '1

a des Diensteanbieters a
0-00 —} Cm——) Cmg
Wars (- | -
_ (Veredelung von Daten)

Gateway Internet Server(s)

* |oT Setups often require a gateway / some other means of conveying
data (e.g. LoRaWAN) to ensure that data are being transmitted to the
target server

* Legal Issue: Operator wants to control the data in transfer

* Key Word: Ownership in Data
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Big Data Analytics

Storage auf Servern l1

a des Diensteanbieters a
0-00 —} = I — CEe
Analytics .

- ersceung vonoater) [

Gateway Internet Server(s)

* On the target server, data are being collected, aggregated to build

profiles, and analyzed
* Key Words: Cloud Computing, Big Data, Analytics, Profiling, Ownership
in Data (again), data protection, perhaps: Unfair Competition
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Full view and link to Industry 4.0

14.06.18 LAUX LAW YERS AG

LAUX
=H LAWYERS AG

ZURICH | BASEL

,Create”

Datenerhebung ,,im Feld”
(Messstationen, Autos mit Sensoren, Uhren mit Sensoren, etc.)

== @@)Dﬁ "

—
Wie weit reicht die Kontrolle

iber Eigentum am ,Endpunkt”
(Auto, Haus, etc.)?

Oder iiber das DSG?

( 2) Messgerat (evtl.)

Eigentiimer der Datenquelle, = Qa0
nach DSG betroffene Person oder |:> »
sonstiger Vertragspartner (mit

Wie weit reicht die Kontrolle

Arbeitnehmern, Familienmitgliedern, etc.) iber Eigentum am Messgerat?
Oder iber das DSG?
o

Internet Server(s)

Upstream
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; »Store”

( 5 ) Storage auf Servern
des Diensteanbieters
@ Analytics 'l:

(Veredelung von Daten)

— Upstream / Create

=== Downstream / Share/Use

(8- B

(@

m— StoOre

,»Cloud Provider” (evtl. Beizug eines Dienstleisters

... and

Downstream ®

,Use” B

Datennutzung im geschaft-
9 lichen Bereich

=

- Datenverwendung zur
Automatisierung

?

<fm g
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,Create”

G Datenerhebung ,im Feld”

s 0, (Messstationen, Autos mit Sensoren, Uhren mit Sensoren, etc.)
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Datennutzung im geschaft-
lichen Bereich

= [ ]

Internet of
) 7] 200
Things (loT)

- Datenverwendung zur
Automatisierung

L

»Cloud Provider“ (evtl. Beizig eines Dienstleisters

Industrie 4.0*

* Anmerkung:

Industrie 4.0 verstehen wir als ein Konzept, welches sich auf die industrielle Fertigung und ihre Prozesse bezieht. Sie baut auf
einer Vorstufe auf, in deren Rahmen die Fertigung bereits weitgehend automatisiert wurde. Industrie 4.0 verlangt nach digita-
ler Vernetzung von Fertigungs-/Wartungsmaschinen und -systemen, Logistiksystemen sowie Endprodukten, etc. Letztlich geht
es insgesamt um eine digitale Optimierung der Prozesse a) innerhalb des fertigenden Unternehmens; b) an der Schnittstelle zu
Support-/ Wartungsorganisationen; c) an der Schnittstelle zum Endkunden; d) an der Schnittstelle zu Logistikpartnern; e) an der
Schnittstelle zu Lieferanten. Industrie 4.0 ist fiir uns eine Aufgabenstellung im Bereich B2B.

B2C: Es gibt auch Anwendungsbereiche fir die mit Hilfe von Daten optimierte Hilfestellung an private Endkunden (,Consumer”
,Prosumer”). Diesfalls liegt der Fokus auf dem Konsumentenumfeld (B2C).
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6 Legal Points

Ownership in Data
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Agreements with owners of devices / sensors

Notices to data subjects

Cloud Computing
Big Data

Profiling

1. Ownership in Data
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Ownership in End Point = Ownership in Data? (No)

+ + + + + + +
+ 4+ + + + + + +

(O IR R T T I R U I S
[ B BN T R T B
[ R R IR R S S
T T N T

Crosses = No IP Protection here

Waves = Free Flow of Information

loT Data typically here
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Do not disappoint reasonable expectations

Where Personal Data is being collected, GDPR 13 and 14 require
proactive notices

Process documentation requirend (GDPR 30)

Upon request, User Rights to be met
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Enter into agreements with owners of devices

Enter into agreements with everyone involved in the process of
collecting

Define that you are the only one under the Sun to determine what
happens with the data
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(almost) a no brainer

GDPR 28 sets the scene

/

LF a DH W

Personal Data Thied Party
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Big Data: a number of «v’s» make Big Data

Not necessarily consisting of personal data
Big Data plus «dangerous statements» = Profiling

LAUX LAW YERS AG 21



https://cloudprivacycheck.eu/
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,Profiling“means any form of automated processing of personal data,

consisting of the use of personal data,

to evaluate certain personal aspects relating to a natural person, in particular
* to analyse [resulting in a «dangerous» collection of data]
* to predict [resulting in a «dangerous» statement]
aspects concerning that natural person's performance at work, economic
situation, health, personal preferences, interests, reliability, behaviour,
location or movements
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Requires a Notification to Data Subject
Gives an unconditional Right to Object (context: direct marketing)
Gives a conditional Right to Object (e.g. not if provider has better

interests or legal reasons)

As a rule, no Automated Decisions to be made without Human
Interactions

A possibility for the Data Subject to be heard prior to such Automated
Decisions
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* Treat the system as if it had personal data in it (except if it is clear it
has no implication from a data protection perspective)

* Do the compliance exercises

* Do not go with consent (for data protection reasons)

* Make sure you control step in the workflow (ownership)
* Control means: Access, Use, Deletion

* Take security issues seriously

* Establish segregated systems wherever you can
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* How to perform Analytics once the data has been transferred to the system
operator’s servers?
* Anonymization / Risk of Deanonmyization

* Notification requirements:
* Purpose modification
* Anonymization?

*  Usually dealt with as follows:

* Notices
* Creation of parallel / abridged databases
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* Make service subject to agreement ensuring you are the only

one having control
* Collect more data (and redo the notices, etc.)
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* Important to focus on the key interests of society

* Problem with data protection:
* Focus on numerous compliance issues (information governance)

* No focus on crucial rights
* Example: Art. 9 GDPR (well, there is some reasonableness in those ...)

BEER LAUX
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» Data Protection requires a mind shift («reduce to the max»)
* automated decision making = protects against machines taking over
* data portability:

* empowers data subjects
¢ has macro economic effects

* plus
* protection against denigration and bullying
* protection against overbroad government power
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* Legislators should consistently release laws with a vision about a

digital future in mind

* Need for Consistent Data Legislation

* Need to build a data space responding to simple(r) rules

* Considering sector specific regulation instead of one-size-fits-all-

approach
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